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Challenges with PCI DSS

Banks, Service Providers and Merchants alike face several challenges 
in the process of trying to drive compliance with PCI DSS

Resource Constraints
No Budget
Lack of Expertise

Merchant and Service Provider Identification
PCI Levels (1, 2, 3, 4)
High Risk Profiles
Validation Requirements

Communication
Previous lack of information on PCI DSS
Inappropriate Tools for Internal and External Training
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Current Statistics

Level 1 merchants 
10% Compliant

33% In Progress

30% Committed

40% Preparing

Level 2 and 3 merchants
31% Compliant

25% In Progress

25% Preparing

Service Providers
350 Known Service Providers

30% Compliant

Recent statistics show an increased willingness to validate compliance.

Level 1 merchants
44% of 325 level 1 compliant

95% in progress

Level 2 merchants
25% compliant

Service Providers
250 known compliant

Europe                                                  U.S.A.
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Compliance Programme Lifecycle



Trustwave Corporation © Copyright 2007 6Confidential

Education

Share information with key internal and external audiences

Training for Key Audiences

Key Departments (IT, Compliance, Risk)
Sales / Relationship Managers
Customer Service Personnel
Executive Team

Deliverables

PCI Awareness Seminars
Scoping meetings with QSA
Employee and Customer Facing FAQ
“Compliance Guides” (see right) Materials are available to help 

educate on the PCI DSS compliance 
requirements
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Risk Analysis

Automated risk analysis tools prioritise and categorise risk

Dynamic Questionnaire

Brief - 8-12 questions
Intelligently populated

Risk Score

High, Medium, Low
Action based on risk

Compliance Action Plan

Client-size appropriate
Web-based compliance portal
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Communication – Messaging and Promotion

Critical to inform your users about compliance issues 

Branding Exercise

Programme Name
Key Messages
Consistent Tone or “Voice”

Co-Branded Deliverables

Corporate Website
Letter and Email Communication
Webinar Education Series
Statement Insert
Press Release
FAQ for Sales and Customer Service

Co-branded website marketing offers easy, 
hassle free enrollment to merchants
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State-Of-The-Art Compliance Management

TrustKeeper® is a Web-based compliance validation solution

Self assessment 
questionnaire verifies 
policies and 
procedures

Vulnerability scanning 
engine identifies 
technology 
weaknesses

Compliance report 
identifies non-
compliance areas

Remediation support 
provides compliance 
roadmap



Trustwave Corporation © Copyright 2007 10Confidential

Sponsor View - Adoption Campaign Example 

Program Reporting is available through 
TrustKeeper and custom reporting 

documents

Demand Generation:
Proactive Communication Strategy 

Targeted E-mails via Trustwave e-mail engine

Letters to select merchants

Statement communication

Webinars for select merchants

Reporting:
TKR Communication reports to identify:

Compliant Merchants

Enrolled Merchants

“Listening” Merchants

“Un-interested” Merchants

On-Going Activity:
Campaign schedule

Refresher internal education

Milestone Communication (internal & external)
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PCI DSS Key Messages

Risk 
Mitigation

1.  Education 2. Risk Analysis

3. Communication4. Compliance

Compliance is Mandatory

Learn how PCI affects you
Get started now

Prepare

Risk analysis
Gap analysis 
Self Assessment

Plan Accordingly

Compliance takes time
Budget for remediation/audit
Annual procedure
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Summary

Compliance is a good business practice
Create a PCI Programme in your business

Education
Risk Analysis
Communication
Compliance Management

Provides a clear path of action to address security risks

Ensures your third party relationships do not put your 

business at risk

Provides brand integrity and consumer confidence

Protects against potential financial liabilities

Compliance minimises the data security risk to your business
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Thank You
Questions?
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